Bonpoc Nel/ Question Nel

B uMdpoBon 3KOHOMUKE CHOPMUPOBAIUCH JINOEPbI C MUWIIMAPAHBIMA  ayauUTOPUSAMMU,
Takve kak: Google, FaceBook, Amazon, Twitter, kutamckme Baidu, Alibaba vnn

ooccumnckme Yandex, Mail.ru. OcHOBa BKOHOMWKM 3TWX [UrAHTOB — [OaHHble
NOJIb30BATESNEN 1 O NOJSIb30BATENSAX, KOTOPbIE TE 1M YCJIOBHO-A0O00BOIBHO MNEPEnatoT.

Kak

PAOOBOMY MOJ1IB30OBATESIHO TN NMPELNTPVNHNMATESIFO OTCTOATb 1 3alUMTUTE CBOW T10aBa

B C/lyd4ae WX HapylleHna? Kak rocygapCtBO MOXKET WM OOJDKHO MOMOYb B OTOM
npoLecce?

Digi

al international corporations such as Google, Baidu, Yandex gather and keep data

of b

lilons of users. Users’ data Is the core of their business.

How can a simple user or a small business protect their rights” How should
governments help them with that”



Bonpoc N22/ Question Ne2

B Hallem OKpYy»XeHn

TEXHUKN. CMapT-4acbl N OUT

HOCVM C Ccobou, B

aLlMX OOMax ec

b CMap

BCE OOJIbLLE NEPCOHAIbHbIX FTAIKETOB 1 YMHOW JINYHOW ObITOBOV
HEC-TPEKEPDLI, MODW/bHbIE TENEedOHbI N MIAHLLETbI Mbl

-1B, nHTEpHeT-NpucTaBkn, 6edbnkamMbl U

DOOOTLI-MbINIECOCHI. YCTPOWCTBA 3HAOT O HALLEW XXM3HW BCE 1 OaKe TO, YTO Mbl HE 3HAEM
caMu, N OHW NOOKJIKOYEHBI K CETW.

Bo3MO)XHa 1 MPMBATHOCTb MPaxKaaH B HOBbIX YCI0BUAX?

Every day we have more and more personal gadgets and smart personal appliances
around us. Smart watches and fitness trackers, mobile phones and tablets are always

with us. We have smart 1V, Internet set-top box, babycam and robot vacuum cleaners

INn our homes. The devices kr
ourselves, and they are interr

ow everything about us, even something we do not know
et-connected.

Given new conditions, is the privacy possible?



Bonpoc Ne3/ Question Ne3

VIHTEPHET BeLe CTPEMUTEIbHO — [PAaCMPOCTPAHAETCa Ha  MPOV3BOACTBEHHbIE U
TexHoorm4eckye npoLiecchl. CKOpO HeMb3sa ByaeT KymiATb aBTOHOMHbBIN CTaHOK, TYPOVHY

NI BYPOBYHO YCTAHOBKY - TOJIbKO MOAKIIFOYEHHbIE K VIHTEpHET arperartbl. Bce gaHHble ¢
TaKVX MaluMH moyT B obJiaka MNpouv3BOOUTENEN, TaKMX Kak Siemens, Schlumberger,

Honeywell, Schneider Electric n gp.

Kak HanTn BauiaHC Mexxay 3ddEKTUBHOCTLIO 1 6Ee30MaCHOCTHIO?
NOJIKHO ObITb CO CTOPOHbI rocyaapcTBa’”?

Kakoe perynmpoBaHme

The Internet of Things iIs being rapidly implemented into technological processes.

Soon all turbines or drilling rigs will be connected to the Interr

machines goes to cloud manufacturers such as Siemens, Sch
Schneider Electric, etc.

et. All data from such
umberger, Honeywell,

How can we find a balance between efticiency and security”? What regulations should

be introduced from governments side”



Bonpoc N2e4/ Question Ne4

[ToecTynHMK,  BOPYHOLLMA  OeHblMM - MOCPEOCTBOM  BP

e0OHOCHbIX MporpamMm  —

NHTEPHALMOHAIEH 1 JTOBKO UCTOMb3YET MOSINTUYECKME PA3HOMIaca MEXay CTPaHaMM.
Bo MHOMX CTpaHax CyLLEeCTBYHOT HALIMOHaUIbHbIE LIEHTPbI KMOEP3aLLMTHI.

ECTb N WWaHC B COBPEMEHHbBIX MOJIMTUYECKUX YCIIOBUAX ODECTeYnTb MEXOYHAPOOHOE
COTPYOHVMYECTBO B 0bJlacTn KMbep-6e30ornacHoCTN? MOXXHO M HAOEATbCA CO30aTb

BCEMVPHbIV LIEHTP MO KMbep-6e30onacHOCTU? v gaxke He CTOUT CTPEMUTBCS?

The criminals stealing money through malware are very In

ternational and deftly exploits

political differences between countries. Many countries have national centres for cyber

security.

s there a chance to ensure International cooperation

N the field of cyber-security

giving the current political environment? Can we hope
cyber security?

0 create a global centre for



Bonpoc Ne5/ Question Ne5

o/

KpynHbIM - OM3HEC — CaMOCTOSATESIbHbLIA  KBAUTMMOULMPOBAHHBI - UTPOK B ODJ1ACTU
KnoepbesonacHoCcTn. OH HaHUMAET CTaTyCHbIX KOHCYJIbTAHTOB, MOKYMAaeT CUCTEMb

KNOep3aLLWTbl, CO3OAET CONMMOHbIE CITY»KObl DE30MACHOCTW, OOYYaET MNEPCOHAUN.

HO 4TO pgenaTtb PAOOBLIM MPadKOAHaM 1 MENKMM MPpeanpyHMMaTeiM? KTo 3allmMTUT 13
OT KnbepaTak 1 KnbepnpecTyrnHOCTN?

Big business is an independent qualitied player in the field of cybersecurity. Business
leaders hire expensive consultants, buy protective systems, create large security

departments, train staff for security measures.

But what should ordinary citizens and small businesses do”? Who will protect them
from cyberattacks and cybercrime?




bAauu-onpoc/ Short summary

Kakre OCHOBHbIE MEPbLI OO/MKHO MPUHATL rOCYyAapCTBO B KOOMepaumn ¢ O3HEC-
COODOLLIECTBOM, YTODbI cOenarb LUmdpoBon Mmp 6e3onacHee”? Hasosute 2-3 Liara,
KOTOPbIE OHW OO/KHbI 419 9TOro cAenaThb

What are the main measures states should take in cooperation with the business
community to make the digital world safer? Please, name 2-3 key steps they
should take.



